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ABSTRACT: - Several security schemes for data sharing on un trusted servers have been proposed. In these approaches, data
owners store the encrypted data files in un trusted storage and distribute the corresponding decryption keys only to authorized
users. Thus, unauthorized users as well as storage servers cannot learn the content of the data files because they have no
knowledge of the decryption keys. However, the complexities of user participation and revocation in these schemes are linearly
increasing with the number of data owners and the number of revoked users, respectively. By setting a group with a single
attribute, Lu et al. Proposed a secure provenance scheme based on the cipher text policy attribute-based encryption technique,
which allows any member in a group to share data with others. In this paper, we propose a novel Mona protocol for secure data
sharing in cloud computing. Our proposed scheme is able to support dynamic groups efficiently. Specifically, new granted users
can directly decrypt data files uploaded before their participation without contacting with data owners. User revocation can be
easily achieved through a novel revocation list without updating the secret keys of the remaining users. The size and computation
overhead of encryption are constant and independent with the number of revoked users. We provide secure and privacy-preserving
access control to users, which guarantees any member in a group to anonymously utilize the cloud resource. Moreover, the real
identities of data owners can be revealed by the group manager when disputes occur. We provide rigorous security analysis, and

perform extensive simulations to demonstrate the efficiency of our scheme in terms of storage and computation overhead.
Keywords:- Ad Hoc Network, Novel Mona Protocol, Dynamic Groups ,Data Sharing, Network Scalability.

I.INTRODUCTION

The abilities to use multiple Clouds and to migrate, at
design or at run-time, applications from one Cloud to another
could mitigate the risk of Cloud adoption and would allow
building high performance and reliable applications. The
business world now demands a mix of many best-of-breed
cloud services to form the optimal solution. The answer is
proving to be a concept called “multi cloud”. Its more complex
than a hybrid cloud, which is typically a paired private and
private cloud. Multi cloud add more clouds to the mix, perhaps
two or more public iaas providers, a private paas, on-demand
management and security systems form public clouds, private
used accounting. Multi clouds requires more thinking around
security and governance, given their complexity and
distribution, it may develop resiliency issues, considering the
number of moving parts, and these have value only if you
select the right providers, whether on-demand or private.
Fake Object Schema:
Cloud computing holds the promise of revolutionizing the
manner in which enterprises manage, distribute, and share
information. The data owner (client) can out-source almost all
its information processing tasks to a “cloud”. The cloud can be
seen as a collection of servers (we shall sometimes refer to it
as the server) which caters the data storage, processing and
maintenance needs of the client. Needless to say this new
concept of computing has already brought significant savings
in terms of costs for the data owner. Among others, an
important service provided by a cloud is Database as a Service
(DAS). In this service the client delegates the duty of storage
and maintenance of his/her data to a third party (an un-trusted

server). This model has gained lot of popularity in the recent
times. The DAS model allows the client to perform operations
like create, modify and retrieve from databases in a remote
location [9]. These operations are performed by the server on
behalf of the client. However, delegating the duty of storage
and maintenance of data to a third party brings in some new
security challenges. The two main security goals of
cryptography are privacy and authentication. These security
issues are relevant to the outsourced data also. The client who
keeps the data with an entrusted server has two main concerns.
The first one being that the data may be sensitive and the
client may not want to reveal the data to the server and the
second one is the data whose storage and maintenance has
been delegated to the server would be used by the client. The
typical usage of the data would be that the client should be
able to query the database and the answers to the client’s
queries would be provided by the server. It is natural for the
client to be concerned about a malicious server who does not
provide correct answers to the client queries. In this work we
are interested in this problem. We aim to devise a scheme in
which the client would be able to verify whether the server is
responding correctly to its queries.

The problems of interest are of data authentication, and there
are well known cryptographic solutions to the basic data
authentication problem. In the symmetric key setting these has
been addressed by the use of message authentication codes and
in the asymmetric key setting signature schemes provide this
functionality.

Benefits of cloud computing:

The benefits of cloud computing are Reduced Data Leakage,

IJVRIN.COM

OCTOBER/2015

Page 303



IPHV811060X

International Journal Of Advanced Research and Innovation -Vol.8, Issue .l

ISSN Online: 2319 — 9253
Print: 2319 — 9245

Decrease evidence acquisition time, they eliminate or reduce ser-

vice downtime, they Forensic readiness, they decrease -
evidence transfer time. Drawbacks of cloud computing:

Few of the disadvantages associated with cloud computing
are:

High Speed Internet Required

Constant Internet Connection

Limited Features

Data Stored is not secure.

YV V VY

II.LRELATED WORK
Cloud architecture the systems architecture of the software
systems involved in the delivery of cloud computing,
comprises hardware and software designed by a cloud
architect who typically works for a cloud integrator. It
typically involves multiple cloud other over application
programming interfaces, usually web services.
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Fig 2.
Cloud architecture extends to the client, where web browsers
and/or software applications access cloud applications.

Cloud storage architecture is loosely coupled, where
metadata operations are centralized enabling the data nodes to

scale into the hundreds, each independently delivering data to
applications or user.

A typical cloud computing system:

Soon, there may be an alternative for executives like you.
Instead of installing a suite of software for each computer,
you'd only have to load one application. That application
would allow workers to log into a Web-based service which
hosts all the programs the user would need for his or her job.
Remote machines owned by another company would run
everything from e-mail to word processing to complex data
analysis programs. It's called cloud computing, and it could
change the entire computer industry. In a cloud computing
system, there's a significant workload shift. Local computers
no longer have to do all the heavy lifting when it comes to
running applications. The network of computers that make up
the cloud handles them instead. Hardware and software
demands on the user's side decrease. The only thing the user's
computer needs to be able to run is the cloud computing
systems interface software, which can be as simple as a Web
browser, and the cloud's network takes care of the rest.

There's a good chance you've already used some form of cloud
computing. If we have an e-mail account with a Web-based e-
mail service like Hotmail, Yahoo! Mail or Gmail, then we’ve
had some experience with cloud computing. Instead of running
an e-mail program on our computer, we log in to a Web e-mail
account remotely. The software and storage for our account
doesn't exist on our computer — it's on the service's computer
cloud.

WHAT IS DRIVING CLOUD COMPUTING

The CLOUD COMPUTING is driving in two

types of categories.

Customer perspective:
» In one word: economics
» Faster, simpler, cheaper to use cloud computation
capital required for servers and
» No ongoing for operational expenses for running
datacenter.
» Application can be run from anywhere.

Vendor perspective:

» Easier for application vendors to reach new
customers.

> Lowest cost way of delivering and supporting
applications.

» Ability to use commodity server and storage
hardware.

»  Ability to drive down data center operational cots.

» Computer hardware (Dell, HP, IBM, Sun

Microsystems)
Storage (Sun Microsystems, EMC, IBM)
Infrastructure (Cisco Systems)

» Computer software (3tera, Hadoop, IBM, RightScale)
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» Operating systems (Solaris, AIX, Linux including Red

Hat)

» Platform virtualization (Citrix, Microsoft, VMware, Sun

xVM, IBM)
>

Secret Sharing Algorithms:

Data stored in the cloud can be compromised or lost. So, we
have to come up with a way to secure those files. We can
encrypt them before storing them in the cloud, which sorts out
the disclosure aspects. However, what if the data is lost due to
some catastrophe befalling the cloud service provider? We
could store it on more than one cloud service and encrypt it
before we send it off. Each of them will have the same file.
What if we use an insecure, easily guessable password to
protect the 2012 45th Hawaii International Conference on
System Sciences file, or the same one to protect all files? |
have often thought that secret sharing algorithms could be
employed to good effect in these circumstances instead.

IHl. IMPLEMENTATION

Our contributions. To solve the challenges presented above,

we propose Mona, a secure multi-owner data sharing scheme

for dynamic groups in the cloud. The main contributions of
this paper include:

o We propose a secure multi-owner data sharing scheme. It
implies that any user in the group can securely share data
with others by the untrusted cloud.

e Our proposed scheme is able to support dynamic groups
efficiently. Specifically, new granted users can directly
decrypt data files uploaded before their participation
without contacting with data owners.
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User revocation can be easily achieved through a novel

revocation list without updating the secret keys of the

remaining users. The size and computation overhead of

encryption are constant and independent with the number

of revoked users.

e We provide secure and privacy-preserving access
control to users, which guarantees any member in a

group to anonymously utilize the cloud resource.
Moreover, the real identities of data owners can be
revealed by the group manager when disputes occur.

e We provide rigorous security analysis, and per-form
extensive simulations to demonstrate the efficiency of
our scheme in terms of storage and computation
overhead.

IV.NOVEL MONA PROTOCOL

To achieve secure data sharing for dynamic groups in the
cloud, we expect to combine the group signature and dynamic
broadcast encryption techniques. Specially, the group
signature scheme enables users to anonymously use the cloud
resources, and the dynamic broadcast encryption technique
allows data owners to securely share their data files with
others including new joining users. Unfortunately, each user
has to compute revocation parameters to protect the
confidentiality from the revoked users in the dynamic
broadcast encryption scheme, which results in that both the
computation overhead of the encryption and the size of the
ciphertext increase with the number of revoked users. Thus,
the heavy overhead and large ciphertext size may hinder the
adoption of the broadcast encryption scheme to capacity-
limited users. To tackle this challenging issue, we let the group
manager compute the revocation parameters and make the
result public available by migrating them into the cloud. Such
a design can significantly reduce the computation overhead of
users to encrypt files and the ciphertext size. Specially, the
computation overhead of users for encryption operations and
the ciphertext size are constant and independent of the
revocation users.

V.DATA INTEGRITY & MAP REDUCES
One of the most important issues related to cloud security risks
is data integrity. The data stored in the cloud may suffer from
damage during transition operations from or to the cloud
storage provider. Cachinet al. gives examples of the risk of
attacks from both inside and outside the cloud provider, such
as the recently attacked Red Hat Linux’s distribution servers.
One of the solutions that they propose is to use a Byzantine
fault-tolerant replication protocol within the cloud. Hendricks
et al. State that this solution can avoid data corruption caused
by some components in the cloud. However, Cachinet
al.Claim that using the Byzantine fault tolerant replication
protocol within the cloud is unsuitable due to the fact that the
servers belonging to cloud providers use the same system
installations and are physically located in the same place.

Map Reduces

The Map and Reduce functions of MapReduce are both
defined with respect to data structured in (key, value) pairs.
Map takes one pair of data with a type in one data domain, and
returns a list of pairs in a different domain:
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Map(kl,vl) — list(k2,v2)
The Map function is applied in parallel to every pair in the
input dataset. This produces a list of pairs for each call. After
that, the MapReduce framework collects all pairs with the
same key from all lists and groups them together, creating one
group for each key. The Reduce function is then applied in
parallel to each group, which in turn produces a collection of
values in the same domain:
Reduce(k2, list (v2)) — list(v3)

Each Reduce call typically produces either one value v3 or an
empty return, though one call is allowed to return more than
one value. The returns of all calls are collected as the desired
result list. Thus the MapReduce framework transforms a list of
(key, value) pairs into a list of values. This behavior is
different from the typical functional programming map and
reduce combination, which accepts a list of arbitrary values
and returns one single value that combines all the values
returned by map. It is necessary but not sufficient to have
implementations of the map and reduce abstractions in order to
implement MapReduce. Distributed implementations of
MapReduce require a means of connecting the processes
performing the Map and Reduce phases. This may be a
distributed file system. Other options are possible, such as
direct streaming from mappers to reducers, or for the mapping
processors to serve up their results to reducers that query them.

VI.SERVICE AVAILABILITY & DEPSKY

SYSTEM MODEL

Another major concern in cloud services is service availability.
Amazon mentions in its licensing agreement that it is possible
that the service might be unavailable from time to time. The
user’s web service may terminate for any reason at any time if
any user’s files break the cloud storage policy. In addition, if
any damage occurs to any Amazon web service and the
service fails, in this case there will be no charge to the
Amazon Company for this failure. Companies seeking to
protect services from such failure need measures such as
backups or use of multiple providers.

Depsky System Model:

The DepSky system model contains three parts:
readers, writers, and four cloud storage providers, where
readers and writers are the client’s tasks. Bessani et al. explain
the difference between readers and writers for cloud storage.
Readers can fail arbitrarily (for example, they can fail by
crashing, they can fail from time to time and then display any
behavior) whereas, writers only fail by crashing.

VI1.CONCLUSION

In this paper, we design a secure data sharing scheme, Mona,
for dynamic groups in an untrusted cloud. In Mona, a user is

able to share data with others in the group without revealing
identity privacy to the cloud. Additionally, Mona supports
efficient user revocation and new user joining. Moreover, the
storage overhead and the encryption computation cost are
constant. Extensive analyses show that our proposed scheme
satisfies the desired security requirements and guarantees
efficiency as well.

FUTURE WORK
We plan to extend this work in several directions. In coming
years the revoke employee may be join that same organization.
The big organization doing some life time projects; in this case
those kinds of revoke members access the same cloud. So we
have to give the permission based on the destination and the
experience.
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